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Cybersecurity in OT. Infroduction
Definitions

IT = Information Technology
OT = Operational Technology

CPS = A cyber-physical system is a computer system in which
a mechanism is controlled or monitored by computer-
based algorithmes.

Cybersecurity:

In IT: Cybersecurity is the state of being protected
against the criminal or unauthorized use of electronic
data, or the measures taken fo achieve this.

In OT: Cybersecurity refers to the body of technologies,
processes, and practices designed to protect networks,
devices, processes, and data from attack, damage, or
unauthorized access.
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Cybersecurity in OT. Infroduction
Importance

Why cybersecurity became so importante

IT OT/CPS

SAFETY |

Control

Confidentiality Availability |

Integrity |

Integrity

Confidentiality |

Availability
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Cybersecurity in OT

How do we mitigate the risk?

What's at stake? Applicable standards
ﬁ People API670
- IEC-61508
£ ,\ Environment IEC-61511
AnE IEC-62443 (formerly ISA99)
lm Assets ISO/IEC-27001

1ISO-13849-1
Reputation EN62061
ISA84
Liability
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2021 Market situation

Summary

We observe the exponential growth in requests related to cybersecurity.

All major players in Energy market are requiring the cybersecurity compliance from
suppliers.

Market standardization: 0% of projects are using their own cybersecurity standards
To remove irrelevant parts
To be able to harden/soften some requirements according to their vision
No suitable products/solutions are compliant with global standards
Customer-specific cybersecurity standards:
100% of relevant requirements can be translated to IEC-62443

The next target for the market:

“Our goal is to align with the IEC62443 standard”
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Meggitt response to market needs
What are we doing to keep up

Various audits and questionnaires (screening Meggitt as a supplier)

Assistance in quotations - include cyber defence items and commissioning work
Security assessments and system solutions for end-users.

Penetration testing (Pentests) of vibro-meter® products

Cyber security patch management

Awareness: Online trainings and webinars

Certification IEC-62443

Process certification

Product certification
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Cyber Security Standards Evolution

IEC 62443 leading the way

Policies &
L_F‘mud ures

IEC-62443-11

Concepls and models

Security program

requirements for IACS

asset owners

IEC-TR62443-1-2

Master glossary of

terms and abbreviations

ACS protection levels

IEC£2443-1-3

System securty
conformance metrics

Patch management in
the |ACS emvdronment

IEC-TRE2443-1-4

IALS secunty ifecycle
and usSe-cases

Requirements for IACS
sarvice providers

|mplementation guidance

for LACS asset owners

System

IECITRE2443-3-1

Secunty technologies
for IACS

IECI62443-3-2

Sacurty risk assessmeant

and system design

IEC 62443-3-3

Systern security
requirements and
security levels

ent
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IEC 62443-4-1

Secure product

development [ifecycle
requirements

IEC 62443-4-2

Technical security
requirements for IACS
components
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Cyber Security Standards Evolution
IEC 62443 applicable parts

IEC-TRE2443-1-4

IEC-62443-11 IEC-TR62443-1-2 IEC£2443-1-3

Master glossary of System securty IACS secunty ifecycle
Concepes A o terms and abbreviations conformance metrics and usSe-cases

Security program
Patch management in Requirements for IACS |mplementation guidance
rEq”:::;?E::g::'CS IACS prot levers the 1ACS emvronment service providers for LACS asset owners

Policies &
L_Pmnd ures

IEC 62443-3-3

IECITRE2443-3-1 IECI62443-3-2

E

2 Systern security
g‘ Secunty technologies Secunty nsk assessment fequirements and
17 for |lACS and system design rity levels
T:' i IEC 6244341 IEC 62443-4-2

o

Technical security
requirements for IACS
components

Secure product

development [ifecycle
requirements
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IEC62443-4-2

Security Levels

Protect against...

casual or coincidental misuse (SL 1)

circumvention by entities using simple means with low resources, generic skills and low motivation (SL 2)

circumvention by entities using sophisticated means with moderate resources, IACS specific skills and

moderate motivation (SL 3)

circumvention by entities using sophisticated means with extended resources, |IACS specific skills and high

motivation (SL 4)

| Casual None None

2 Simple Low Generic

3 Sophisticated Moderate IACS Specific
4 Sophisticated Extended IACS Specific
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IEC62443-4-2 requirement categories (across all levels)
Each level complements to the previous one

* ldentification and authentication control
* Use control

* System integrity

* Data confidentiality

* Restricted data flow

* Timely response to events

* Resource availability
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Benefits and value of complying to IEC62443?

Why go through all the hassle?

For Meggitt (Component supplier)

« Avoiding re-inventing the wheel -
necessary features and techniques
are well defined and explained.

e |t differentiates our solutions on the
market

- Soon will become a “must have”

 Well-defined robust process ensures
that our products are secure over
their lifetime

* Reduce the likelihood of cyber-
incidents leading fo company
liabilities
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For End User (System owner)

« Simplifies procurement specification
process

« End users better understand product
cyber security capabilities

« Capabilities independently validated
by external entity

« Confidence that security features will
evolve over fime
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Cyber Attack Landscape
M “li;;:llllff:i. |

How did we get here?

il

[1971] “Creeper”: 1st computer virus
[1982] “Elk Cloner”: 15t malware to use an attack vector

[2010] “Stuxnet”: 1st Cyber Physical System substantial
damage

[2016-2017] “Petya” - Targeted infrastructure attacks in
Ukraine spreading to Europe

[2017] “WannaCry”: Ransomware attack -> Global impact,
including PetroChina, Iberdrola, Gas Natural, Petrobras,
West Bengal State Electricity Distribution Company

[2018] Prolific group “Dragonfly” conducts hundreds of
small attacks on US power plants
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Cyber Attack Landscape

How did we get here?

2018 in numbers

Main sources of ICS computer infections by region
PERCENTAGE OF ICS COMPUTERS ATTACKED - 41.2%

"""""""""""""""""""""""""""" South-East Asia 183%

42.5%

Main sources of infection Africa
20.6% South Asia
22.7%
7 Central Asia
Internet
Russia
@ 9.3%
7.9% : 3
B8.4% Latin America
Femovable
devices Middle East
g Eastern Eurocpe
Mall [ w2017 [ H22017 ] Hi2018
East Asia
Southern Europe - o ;:
18 B%
Australia 14%
sa%
15.0%
Western Europe I 19%
34%
L46%
North America I LBY —
25%
108%
Lax
Northern Europe o
| Internet - Removable media I Emailclients
Kaspersky Lab ICS CERT  KASPERKY#
- © 2018 Kaspersky Lab. All Rights Reserved.
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Cyber Attack Landscape
Typical attack steps

Investigation/reconnaissance/scanning

Determining what can be afttacked

Intrusion

Finding their way in

Pivot

From their infected system, interfere with other
systems

System

Component § Component § Component

19 Cybersecurity in OT: A Practical Approach

Meggitt proprietary and confidential. No unauthorised copying or disclosure.

MEGGITT



Cyber Attack Landscape
Typical attack steps

Maintain Access
To continue investigation

To wait before sabotaging

9, -
Exploitation — Steal/Destroy/Spy/Wait Don’t Press This
Button

The damage begins

Covering tracks
Destroy logs
Hiding who the attacker might be

Making the attack completely silent
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Typical ICS product lifecycle in the decades
It is inevitable that vulnerabilities will arise

A Common Vulnerability and Exposure(CVE) is
a term to describe a publicly disclosed
vulnerability for a particular piece of software

These are easy to discover, available in free
to access databases

CVEs can affect us via 39 party embedded
libraries, or in the main application software
itself.

Typically, once software is released, the rate
of CVEs being discovered rapidly increases.

Cybersecurity in OT: A Practical Approach

Cyber Attack Landscape - Vulnerabilities

“Time doesn’t change us, it just unfolds us”

800
700
600
500
Date of the oldest
a0  component found in the
software (2009-01-13)
300
200

100

0
2/28/2008 2/28/2009
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48 new unique
CVEs affecting
the product 12

months before .

release

2/28/2010

Product

Released / Compiled

(2014-01-17)
289 new unique CVEs
affecting the product
during first 12 months of
operations (approx 0.78
new CVEs per day during
first 6 months)

e

L 4

689 unique
Released CVEs as of
with total of 2015-01-26
400 unique
CVEs
2/28/2011 2/29/2012 2/28/2013 2/28/2014
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TO MARKET DEMANDS

RISK ASSESSMENT
EXAMPLE



Risk assessment
Task definition

Design and quote a Machinery Protection and Condition Monitoring system for the new
project

/x vm©6é00 racks

Modbus, OPC, Relay outputs and signal sharing( raw buffered)

VibroSight: dedicated server with several clients - from local network and remotely connected
Implement integration into customer infrastructure:

Split system by available cabinets

Implement data exchange with existing 39 party systems

Implement remote access capabilities for Condition Monitoring

Design wiring schema for measurement signals and data transmission

Assess overall vibro-meter subsystem security, identify risks and provide mitigations to
satisfy customer requirements.
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Risk assessment

Proposed System schema

———  VLAN-1 Machinery Protection-Modbus
——  VLAN-2 Condition Monitoring
——— Relay Output to ESD

———  NTP Time Sync Signal
———  Connection to Process Utility Switch

— Raw Buffered Output

EMERGENCY
SHUTDOWN
SYSTEM

Relay Out Put to ESD

Performance
Monitoring System

VM600-1 MPS

Marshalfing System Marshal
Cabinet 1 Cabing

Cabingdt 1

. : PR
M600-3 MPS

W’" szl - =
. E e ETE
15
[

ing
t 2

System
Cabinet 2

Marshalling
Cabinet 3

System
Cabinet-3

MODBUS TCP/IP

SCADA

Historian Server

L

Vibrosight/
OPC Server

server
Cabinet
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Remote Login Access
Client Workstation

/

VibroSight
4 Totl Monicrin

NTP Time Sync
Server

MEGGITT



Risk assessment e
Asset Identification _
Switch
oge Modbus
Non-Critical Asset Role Gateway
 Used for monitoring PENE
VM600

* Non-vital for plant operation

Requirements for this role
Maintenance guide
Backup/restore procedure
Added to network documentation

Disaster Recovery Plans developed and tested
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Package Assets

Equipment Role

Non-Critical
Non-Critical

Non-Critical

Both — Critical and Non-
Critical

Description of Function/Purpose and Intended
usage of the SYSTEM/Subsystem/Asset

Network communication/distribution devices
Gateway connected to 3 party modules

Data collection & OPC Server

Controllers connected to 3" party
instrumentation, ESD and servers
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Risk assessment Asset Name
Asset Identification .
Switch
oge Modbus
Critical Assets Role Gateway
. Vital to safety or production. PENE
VM600

« Continuous uptime
Requirements for this role
Maintenance guide
Backup/restore procedure
Added to network documentation
Disaster Recovery Plans developed and tested
Verification/audit procedure

Audit trail on successful and un-successful logons,
config changes

Personal user login (where applicable)

Redundant
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Package Assets

Equipment Role

Non-Critical
Non-Critical

Non-Critical

Both — Critical and Non-
Critical

Description of Function/Purpose and Intended
usage of the SYSTEM/Subsystem/Asset

Network communication/distribution devices
Gateway connected to 3 party modules

Data collection & OPC Server

Controllers connected to 3" party
instrumentation, ESD and servers
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Risk assessment
Risk Scoring

" For more detalls on environmental definitions. refer lo the Guidance for Environmental Classiication (CR EP HSE 102)

Definitions:

almlm:?) <2K, boe 2K, <20K boe *20K, <200 boe 200K, 1M boe =1M, <10M boe 100 boe
Lotal rumeer or no media . Regional press = regional . Internalonal press International press + internabional
Media Local rumour / regional press. v " Mational press + naticnal TV ki v Vi
Material <20K € ~HK <E0 € 200K, <2M € 2 <10ME >10M, <100M € =100M €
Risk Classifications & Definitions from | |
DIR-GR-SEC-002 and DIR-GR-SEC-008 ~ " - Large-scale poliution of Pofiubon having masswe and
E t | Minor spil weh no nvioomantal | Minor pliton wéh 8 vary imted | Moderate pallutan wih imiled F g z durable consequences for vast
nvironmenta impact mpact o 4 Fubiing hang & tigh
ecological valve
Eirst aid of medical beatment of | Single iost-bme infury (LTI) with no srwm:mrmfmm STy eyt et Intermal 2t 5 Fatahtes Intermal. =8 Fatalts
Fumen restricted work days caabity R "' m"‘“""“" Puu:m:c e Public: 1 Fatality Public: »1 Fataity
Severity of Consequence
I ""m“'m' 'In" - Human, Environmental, Material and Media Minor Moderate Serious Very Serious Catastrophic Disastrous
1 2 3 4 5 6
Incident almost inevitable under
curment conditions (or for gain) Expected to occur several tmes duning plant Very Likely 6 1‘
Cortain fully successhul lifatime > 10" b
MOBNEANoN DUtEome:
Incident peobable with sdatona @
Eactors {or for gain) High Mielihood | Could occur several times Suring over plant Likely E 5
of fully successiul modification lifatime 10" . 107 @
el E
Inckient possibie with scditional -
tactors (or for gain) Some | Ceuld occur once for every 10 1o 20 smilar plants Unlikely (1] 4
unceriainty of successful over 20 o 30 years of plant ifebime: 10%. 107 Q
MOSNCation DKoM 0
—
Ona tima par year for at laast 1000 unds. One
Combination of rars tactors (<]
7 < tame for every 100 bo 200 similar plants i the
m;;::;mmmo:« world over 20 1o 30 years of plant Ifelme. Has \k:::ln:l::u g 3
A nu :'. : mumx&embmm E
ik e mmmmhmwmm m E 2
required 1 cause an incident B Gl e 104 10° =5
Ewent physically passible but has never of stidom
secumed over a peniod of 208 0 years fr atarge | Remote
12 B Kicidack s Ismy amount of stes. (> few thousands, o wagons, <10* 1
process drums. )

e

e ————
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Risk assessment
Example threat - OPC Server

Asset Equipment Role

OPC
Server

Vulnerability

VIS SRIFMYCIE [PEREgEEs MTEUEI METeie e Software exploit in asset operating system or installed software

Non-critical
asset

Counter Measure rlxi(::; Severity  Score Risk Level

Corruption of integrity
None and/or availability

Antivirus soffware installed to server . . .
Corruption of integrity

Security updates N
Validation of installation authenticity elnelierevelelsiliing
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Risk assessment
Example threat - OPC Server

Asset  Equipment Role Vulnerability
Critical and s . e .
VM600 Non-critical Exploitation of software installed on VM600 Latent vulnerabilities in software installed on VMé600

Counter Measure Severity  Score Risk Level

Corruption of integrity
and/or availability
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VLAN-1 Machinery Protection-Modbus
VLAN-2 Condition Monitoring
Relay Output to ESD

Ris k assess m e ni. : Connection to Process Utility Switch
Network Segmentation Security Measure

EMERGENCY
SHUTDOWN
SYSTEM

Relay Output to ESD

SCADA

MODBUS TCP/IP

Vibrosight/
OPC Server

One Switch

30 Cybersecurity in OT: A Practical Approach

Meggitt proprietary and confidential. No unauthorised copying or disclosure.

Remote Login Access
Client Workstation
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VLAN-1 Machinery Protection-Modbus
VLAN-2 Condition Monitoring
Relay Output to ESD

Ris k assess m e ni. : Connection to Process Utility Switch
Network Segmentation Security Measure

EMERGENCY

SHUTDOWN MODBUS TCP/IP
SYSTEM

Remote Login Access

Client Workstation
Relay Output to ESD \ SCADA

Vibrosight/
OPC Server

Two Switches
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Risk assessment
Example threat - OPC Server

Asset  Equipment Role Vulnerability
Critical and s . e .
VM600 Non-critical Exploitation of software installed on VM600 Latent vulnerabilities in software installed on VMé600

Counter Measure rlxi(::; Severity  Score Risk Level

Corruption of integrity

None and/or availability

Robust development process with verification testing
Network segregation
System hardening and commissioning checks

Corruption of integrity
and/or availability
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CYBERSECURITY IN OT:
A PRACTICAL APPROACH
TO MARKET DEMANDS

PEN TEST EXAMPLE



Pen Testing
What is it?

« Port scanning

< Basic discovery of what systems are
running

« Vulnerability scanning

Il

+ Which of the systems are vulnerable?
What are the weaknesses?e

* Penetration testing

+  Lets try and exploit the vulnerabilities
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Pen Testing
How does a test work? - Initial Work

« Scope Definition
What is the security goale
What is the attacker trying to achieve?

Define what is deemed to be a successful attack

 Reconnaissance
Research phase
Scoping out the job

To save test costs, this can be directly shared with the testers
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Pen Testing
How does a test work? — Discovery and Intrusion

Discovery
Active scoping
Probing systems
Port scans

Reverse engineering

Intrusion
Breaking into the system
Exploiting CVEs with prewritten software
Writing custom exploits
Brute forcing passwords

Social engineering
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Pen Testing
How does a test work? - Finalising the test

Pivot

Jump from the breached system to another system of interest

Safety Considerations
Setting the ground rules
What types of attack can be used?

Is it OK to interfere with production systems?

Reporting
Documenting what was performed, what was successful

Initiate remediation process
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Disclaimer

Business legal entity, Business address

Legal entity registration information as appropriate

Information contained in this document may be subject to export control regulations
of the United Kingdom, European Union, United States or other national jurisdictions,
including the US International Traffic in Arms Regulations and/or Export Administration
Regulations.

Each recipient of this document is responsible for ensuring that tfransfer or use of any
information contained herein complies with all relevant Export Control Regulations.

© Meggqitt 2019. All rights reserved.
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