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Webinar agenda
Subjects we will discuss

Why is SIL certification important?
What is functional safety
Functional safety standards

What does it mean? What does it imply?
Certification process
What means “SIL Certified"

How to interpret SIL certificates and major safety indicators
Functional Safety jargon
How toread a SIL certificate

Myths and Truths
Some common myths and truths
Q&A
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WHY IS SIL CERTIFICATION IMPORTANT?




SIL Certification
What is functional safety?
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SIL Certification
What is functional safety?

To what risk am | exposed?
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SIL Certification
What is functional safety?

To what risk am | exposed?

Height?
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SIL Certification
What is functional safety?

To what risk am | exposed?

Height?
Landing zone?

5 secondse 15 minutes?
Every day?
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SIL Certification
What is functional safety?

Risk reduction effectiveness?

Was the gear well designed?
Well manufacturede
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SIL Certification
What is functional safety?

Risk reduction effectiveness?

Was the gear well designed?
Well manufacturede

Is there a defect?
s it scratching on a rock?
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SIL Certification
What is functional safety?

Risk reduction effectiveness?

Was the gear well designed?
Well manufacturede

Is there a defect?
s it scratching on a rock?

Am | using it properly?
s it appropriated for my case?¢
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SIL Cerfification Risk reduction

What is functional safety? measures

effectiveness
R e

Risk reduction effectiveness?

Was the gear well designed?
Well manufacturede

Is there a defect?
s it scratching on a rock?

Am | using it properly?
s it appropriated for my case?¢
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SIL Certification

Risk reduction effectiveness?
What is functional safety?

Am | using iT. properly? Was the gear well designed?
s it appropriated for my case? Well manufactured?

Is there a defect?¢

To what risk am | exposed? Is it scratching on a rock?

Height? ina i

: Am | using it
5 secondse 15 minutfese properly?
Every day?

s it appropriated for

) my case?¢
Landing zone? Y

RISK

Risk reduction
meaqsures
effectiveness
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FU ncﬁonql sdfety To whatrisk am | exposed?
Why SIL certification is important?

Risks and hazards R I S K

RY

1
[

000 Environment

People
&

Reputation Liability

Assets

O
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SIL Certification
What is functional safety?

Consequences
i 1« Frequency X,
[ . —_—
i or exposure time
: : Probability of
Starting point ! vy
: - i non-avoidance
for risk reduction : o .
estimation ! Cs ml_fj
i Pe i
S R =
FH B i
A !
i B X5
Generalzed arrangement E CD Fa :I—h-5 i
(inpractical implementations ! FEI Py, :
the amangementis specific to : B Xs H
the applications to be covered : - !
by the risk graph) : :

C =Consequence risk parameter

F =Frequency and exposure time risk parameter

W = Probability of the unwanted occumrence

P = Possibility of faiing to avoid hazard risk param eter

IEC 1666/98

Evaluation of risk

Clarifying Myths and Truths about SIL Certification
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4 3 2

b 4 3

—- = No safety requirements

a = Mo specil safety requirements

b =A singk E/E/PE safetyrelte d
system is not sufficient

1,2,3 4= Safety Integnty Level

17  23.02.2022 Meggitt proprietary and confidential. No unauthorised copying or disclosure.

To what risk am | exposed?

MEGGITT



ogo ° T h t i k I d?
SIL Certification o what risk am | expose

What is functional safety?
Probability of occurrence

Consequences W W W
!..-,--.....--..A..-...-......-..--.-...--k-.-.--.---..-..-‘i 3 1
i 1« Frequency X4
P . ——3% | a - —
i or exposure time i
: . Probability of
Starting point ! vy 1 a N
. R i non-avoidance
for risk reduction : . ,
estimation ; Cs [ L S—F 1
5 N FEI .':I:;| : 2 a
; i) X ;
E & Fa i >
e~ g ST 2|1
i B X
Generalzed arrangement E Cp Fa :I—h-5 i 4 3 2
(inpractical implementations ! FEI Py, H
the amangementis specific to : % X i
the applications to be covered : —_—
by the risk graph) : H b 4 3
C =Consequence risk parameter —- = No safety requirements
F =Frequency and exposure time risk parameter a = No specil safety requirements
P = Possibility of faling to avoid hazard risk parameter b =Asingk E/E/PE safetyrelted
system is not sufficient
W = Probability of the unwanted occumrence .
1,2,3 4= Safety Integnty Level
IEC 1 666/98

Evaluation of risk
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FU ncﬁonql Sqfety To what risk am | exposed?
Why SIL certification is important?

Risks and hazards R I s K

Risk
reduction
measures

Reputation Liability

Acceptable
risk
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FU ncll-ionql Sqfety To what risk am | exposed?
Why SIL certification is important? !

Risks and hazards R I S K

Reputation Liability
Risk
reduction
medadsures
Acceptable
risk
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SIL Certification o what risk am | expose
What is functional safety?

Risk Reduction Probability of Safety Integrity

Factor Failure on Level (SIL)
Demand
10 to 100 0.1 10 0.01 SIL 1
100 to 1’000 0.01 t0 0.001 SIL 2
1’000 to 10’000 0.001 to 0.0001 SIL 3
10'000 to 100’000 0.0001 to 0.00001 SIL 4

Risk reduction vs Safety Integrity Level
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SIL Certification o what risk am | exposed

What is functional safety?

2 L
&i’-:"".‘!—'* ZJ_
10 fo 100 0.1 to 0.01 SIL 1
100 fo 1000 0.01 to 0.001 SIL 2
1'000 to 10'000 0.001 to 0.0001 SIL 3
10'000 to 100'000 0.0001 to 0.0000T1 SIL 4

Risk reduction vs Safety Integrity Level
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SIL Certification
What is functional safety?

Risk reduction effectiveness?

Was the rope well designede
Well manufactured?

Is there a defect in the rope?
s it scratching on a rocke
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SIL Certification
What is functional safety?

Risk reduction effectiveness?

Was the rope well designed? :> gy@ﬁ‘@m%@

Well manufactured?
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SIL Certification
What is functional safety?

Systematic
Risk reduction effectiveness? Capability

Was the rope well designede ‘ gygﬁ’@m@ﬁ@

Well manufactured?
Probability of
Failure

Is there a defect in the rope? ‘ Rondorm

s it scratching on a rock?
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SIL Certification
What is functional safety?

Risk reduction effectiveness? [ }

@
Was the rope well designed? :> §y§ﬁ‘@m%@
Well manufactured? [ J

Is there a defect in the rope? :> %W@@m

s it scratching on a rocke

Am | using it properly?
s it appropriated for my case?
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SIL Certification Architectural

What is functional safety? constraints
NAElelie

Risk reduction effectiveness? Capability

Was the rope well designede
Well manufactured?

Is there a defect in the rope?
s it scratching on a rock?

Probability of
Failure
ls it appropriated for my case? ‘ Safety Manuall
afety -

Am | using it properly?
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SIL Certification . .
What is functional safety? Risk reduction < D

medasures

R I s K Probability of failures?

Was the gear well designede

: ?
To what risk am | exposed? Well manufactured?

Height?

5secondse 15 minutes?
Every daye Is there a defect?

s it scratching on arock?
Landing zone?

The main goal of functional safety is to ensure that: “...The safety
function will be performed correctly or the system will fail in a
predictable and safe manner. ”

Clarifying Myths and Truths about SIL Certification
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WHY IS SIL CERTIFICATION IMPORTANT?




SIL Certification
Functional Safety Standards

Requirements for suppliers of process control and
instrumentation safety instruments

Ensures that systems are designed, implemented, operated
and maintained to provide the required safety integrity level (SIL)

Applicable for
- electrical
- electronic
- programmable electronic safety related systems

Clarifying Myths and Truths about SIL Certification M EGG lV-I—I—
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SIL Certification
Functional Safety Standards

Requirements for suppliers of process control and
instrumentation safety instruments

Ensures that systems are designed, implemented, operated
and maintained to provide the required safety integrity level (SIL)

Applicable for

- electrical
Planning
e G e €lectronic
l;;u‘l:'m ~ ngineering .
, - programmable electronic safety related systems
Safety Lifecycle
:ﬁ:& - ' Jwﬁem’
Commissioning
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SIL Certification

Functional Safety Standards

1SO13849 - Safety of Machinery

IEC61511 - Industrial Processes

H

Clarifying Myths and Truths about SIL Certification
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IEC62109 - Energy Delivery

Best practices

I[EC61513 - Nuclear Power

Manufacturers
and suppliers

Integrators and users
Safety Instrumented System Designers
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SIL Certification
IEC61508

Conceptualization
and specification
phases

Realization and
validation phases

Operation,
maintenance and
decommissioning
phases

Clarifying Myths and Truths about SIL Certification

Technical Requirements

Part 1
Development of the overall safaty
requirements
{rrneapt. seops, definition.
hazard and risk analysis)

TAta 7.5

Part &
Example of methods
Tor e detenmination

of safety integrity

lavels

Part T
Allocation of the safety requirements
to the E/E/PE safety-related systems

7.8

y

Part 1
Specification of the system safaty
raquirements for the EIE/PE
safaty-related systems:

7.10

Part3

safaty-related software

systoms =

ion phase
for safety-related

v

Overview of
tachniques and
measures

Part T
Installation, commissioning
& safety validation of E/EPE

safaty-related systems

7.43-7.14

Part 7
Operation, maintenance,repair,
mudification amd retrofit,
decommissioning or disposal of
EFEJPE safaty-related systems
745-747
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SIL Certification
IEC61508

Conceptualization
and specification
phases

Clarifying Myths and Truths about SIL Certification

Technical Requirements

Part 1
Development of the overall safaty
requirements
{rrneapt. seops, definition.
hazard and risk analysis)

TAta 7.5

Part T
Allocation of the safety requirements
to the E/E/PE safety-related systems

7.8

y

Part 1
Specification of the system safaty
raquirements for the EIE/PE
safaty-related systems:

7.10

Part &
Example of methods
Tor e detenmination

of safety integrity

lavels

Part 2 Part 3 P“j =
lization phaze isation phase
for EJEPE for safety-related
safaty-related software
systoms - ) A
Part 7
Overview of
i tachniques and
measures
Part T

Installation, commissioning
& safety validation of E/EPE
safaty-related systems

7.43-7.14

Part 7
Operation, maintenance,repair,
mudification amd retrofit,
decommissioning or disposal of
EFEJPE safaty-related systems
745-747
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SIL Certification
IEC61508

Realization and
validation phases

Clarifying Myths and Truths about SIL Certification

Technical Requirements

Part 1
Development of the overall safaty

requirements

(eeneapt, seops, definition, B

hazard and risk analysis)

TAta 7.5

Part T
Allocation of the safety requirements
to the E/E/PE safety-related systems

7.8

y

Part 1
Specification of the system safaty
raquirements for the EIE/PE
safaty-related systems:

7.10

Part &
Example of methods
Tor e detenmination

of safety integrity

lavels

Part 2 Part 3

lization phaze ion phase
for EJEPE for safety-related

safaty-related software

systoms =

v

Part 7
Overview of
tachniques and
measures

Part T
Installation, commissioning
& safety validation of E/EPE

safaty-related systems

7.43-7.14

Part 7
Operation, maintenance,repair,
mudification amd retrofit,
decommissioning or disposal of
EFEJPE safaty-related systems
745-747
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SIL Certification Technical Requirements
I E C 6 1 508 Dwslnpmnlifag:mnll safety Part§

requirements Example of methods
{eoneapt, seopa, definition, = Tor e detenmination
hazard and risk analysis) of safety integrity
lavels
TAta 7.5
Part T

Allocation of the safety requirements
to the E/E/PE safety-related systems

7.8

y

Part 1
Specification of the system safaty
raquirements for the EIE/PE
safaty-related systems:

710
Part 6
Guidelines for the
lication of
Parts 2 & 3
Part 2 Part 3 = y
lization phaze isation phase
for EJEPE for safety-related
safaty-related software
=ystoms —i= \ 4
Part 7
Overview of
tachniques and
measures
Part T

Installation, commissioning
& safety validation of E/EPE
safaty-related systems

7.43-7.14

Part 7

Operation, i —
maintenance and i ot

decommissioning or disposal of
EFEJPE safaty-related systems

decommiissioning

phases

Clarifying Myths and Truths about SIL Certification
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SIL Certification
IEC61508

1 Concept

Pl Overall scope definition

Hazard and risk
analysis

Technical Requirements

Part 1
Development of the overall safety

Part &
quiremants: Example of mathods
iraneapt, senpa, dafinition. [ foor thne dhetizran " 4 Overall safety
hazard and risk analysis) of safety intagrity. requirements
lavols
TAto75
5 Overall safety
Parc T requirements allocation

[Ailocation of the safety requirements,
to the EJEPPE safety-related systoms

I

E/E/PE system safety v
. Overall planning on - 4
11 Other risk I
Part1 Overall Overall Overall l reduction measures
Specification of the system safety (operation an safety i ion and]| i
m:l;;:s;?::‘::r:hl‘EﬁPE i iclatie i i EEPE Specification and |
s lanni ! lanni safety-related systems Realisation H
7.10 - -
Par B Realisation 1
l Guidelines for the (see E/E/PE system :
application of safety Hecydie)
Part 2 Part 3
i don phase 4
for EIEPE for safaty-related
satety-related software
systoms ] L
Part 7
Overview of
¢ tachniquss and
measures
Part 1 "
Installation, commissioning _— = Back to appropriate
& safety validation of EIEPE overall safety lifecycle
safaty-rolated systems. phase
743-744
o Overall operation, Overall modification
maintenance and repair and retrofit
Bart 1

Operation, maintanance,repair,
mudification amd retofit,

decommissioning or disposal of
EJEIPE safety-related systems. Decommissioning or
745747 16 disposal
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SIL Certification
IEC61508

Conceptualization
and specification phases

Realization and validation
phases

Operation, maintenance
and decommissioning
phases

Clarifying Myths and Truths about SIL Certification
23.02.2022

Technical Requirements

Part 1
Development of the overall safety Part &
requirements Example of methods
{roncapt, seope, definition, = for e deienminativn
hazard and risk analysis) of safely intagrity
lavels
TAtal.8
Part T
Allocation of the safety requirements
to the E/EPE safaty-related systems
78
4
Part 1
Specification of the system safety
raquirements for the E/EIPE
safaty-related systems:
T.10
Part 6
Guidelines for the
prlication of
Parts 2 & 3
Part 2 Part 3 ~
NMealisation phasell— Realisation phase
for EJEPE for safety-related
safaty-related software
systems — - 4
Part 7
Owverview of
techniques and
F measures
Part T

Installation, commissioning
& safety validation of EIEPE
safety-related systems

7143 -7.14

Part 7
Operation, maintenance, repair,
mudification amd retrofit,
decommissioning or disposal of
EIE/PE safaty-related systems
7.145-7.47

Meggitt proprietary and confidential. No unauthorised copying or disclosure.

IEC

INTERNATIONAL
STANDARD

Functianal safefy of sheciicabigechoniciprogrammable slectronic salty-relsed
systons
Part 1; General requirements

Securite ydiemen
PrOgrammaties rHacs & 1 sbcurit -
Partie 1: Exigentes génirakes

o A
S e e i S e,

Planning

=

Front End
Engineering

Management

of maT
Safety Lifecycle

A

Operations &
Maintenance

Engineering
Design

-4 :

Commissioning
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SIL Certification
IEC61508

Technical Requirements

Part 1
Development of the overall safety Part &
requirements Example of methods
{rancapt, srops, definifian, L o ————
hazard and risk analysis) of safety intagrity
lovels

Tito7.5

Part T

of the safety

to the EJEPE safety-related systems

Part 1
Specification of the system safety
requiraments for the E/E/PE
safaty-related systems.

T.A0

Part &
Guidelines for the

ication of
Parts 2 & 3
Part 2 Part 3 y
isation pl ion phase
for EIEPE for safety-related
safaty-related software
systoms

Part7
Overview of
tachniques and
meacsures

Part T
Installation, commissioning
& safaty validation of EIEFE

safety-related systems.

743744

Part
Oparation. maintanance,repair,
modification ml wirofil,
decommissioning or disposal of
EE/PE safaty-rolated systems
745747

Clarifying Myths and Truths about SIL Certification
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1 Concept

Al Overall scope definition

3 Hazard and risk
analysis

E/EIPE system safety

Y

Overall planning
Other risk
Overall Overall Overall ‘ reduction messuras
operation an safety i on ane
validiation EEPE Specification and
planning planning planning safety-related systems Realisation

Realisation
(see E/EIPE system
salety ifecycle)

Overall installation and

commissioning

Overall safety Back to appropriate

validation overall safety lifecycie
phase
Overall operation, Qverall modification
maintenance and repair and retrofit

Py Decommissioning or
disposal

Meggitt proprietary and confidential. No unauthorised copying or disclosure.
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ts specification
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EEPE
safety-related systems

Realisation
(see EME/PE system
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SIL Certification
IEC61508

What is SIL...?
A
Risk Reduction Probability of Safety Integrity
Factor Failure on Level (SIL)
Demand

0.1 0 0.01

1o to 100
100 to 1’000 0.01 to 0.001
1’000 fo 10’000  0.001 to 0.0001
10’000 to 100'000 0.0001 to 0.00001

Clarifying Myths and Truths about SIL Certification
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SIL Certification
IEC61508

Systemalic
Capalbiiiiy

What is SIL...?
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SIL Certification
IEC61508

Systemaric
Capallboiiiiy

What is SIL...?

Probaloflilty of
Faflure
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SIL Certification
IEC61508

Systemaric
Capaloiiiy

What is SIL...?

Probaloflilty of

Fal
Architectural alivre

Consiraints
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SIL Certification
IEC61508

Systemaric
Capaloiiiy

What is SIL...?

Probaloflilty of

Fal
Architectural alivre

Consiraints
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SIL Certification
IEC61508

SIL certification process
for E/E/PE Safety-related systems

By design By Proven in Use
Full compliance

with design process
requirements

Product

Systematic Failure Field reliability data
Integrity

Random failure Random Failure Random failure

analysis

Integrity CIﬂCﬂYSiS

Safety Manual

Safety Manual Safety Manual

Clarifying Myths and Truths about SIL Certification M EG G lr-l—l-
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SIL Certification
IEC61508

SIL certification process
for E/E/PE Safety related systems

Certification artifacts:
« FMEDA
Random Failure - FIT
Integrity « SwHAZOP
* Functional Safety Mng Plan
S - Safety Requirements
Systematic Failure Specification
Integrity - Verification test plan
« Validation test plan
* Tool classification
« Sw coding guidelines
- Safety Manual
* ... and many others...

Safety Manual

Clarifying Myths and Truths about SIL Certification
50 23.02.2022 Meggitt proprietary and confidential. No unauthorised copying or disclosure.
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SIL Certification
IEC61508

SIL certification process
for E/E/PE Safety related systems

Independent person

Independent department -

Independent external
organization
Accepted

Accepted under conditions

- Not accepted

Clarifying Myths and Truths about SIL Certification
23.02.2022 Meggitt proprietary and confidential. No unauthorised copying or disclosure.
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SIL Certification
IEC61508

SIL certification process
for E/E/PE Safety related systems

Independent person

Independent department

Independent external
organization

Accepted

Accepted under conditions

- Not accepted
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SIL Certification
IEC61508

SIL certification process
for E/E/PE Safety related systems

Regular
external
audits

oty Assamnt
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SIL Certification R o ann
Functional Safety Standards e

‘exida hereby confims that the:
VMEOQD Machinery Protection System

e memschrer
oz e mare:

ul
AL . Caortdczale of complianc
. . asb B
- miv O s
‘B B Q
T

&

.\i‘
2 Chph®

CERTIFICATE
n

0. Z10 103238 3042 Rew. 08

Credibility of safety properties
- Systematic fault avoidance

- Random fault avoidance

- Application context

Heider af Meggit =
Cortimaate: Pammwn

ol

] CERTIFICATE
gl o 70183308 2001 ey 00

2% + CEPTAGWKAT + CERTIFICADD + CERTIFICAT

# CERTIFICATE & M2ip

ZERTIFIKAT

RISKNOWLOGY

.......

L o e s
ZERTIFIKAT # CERT

“...The safety function will be performed
correctly or the system will fail in a
predictable and safe manner. ”
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SIL Certification
Functional Safety Terms and Abbreviations

IEC61508

Terminology and basic
definitions

Clarifying Myths and Truths about SIL Certification
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SIL Certification
Functional Safety Terms and Abbreviations

SIS: Safety Instrumented System is a combination
of sensors, controllers and actuators fo execute
one or more SIF.

SIF: Safety Instrumentated Function is a set of

equipment used to reduce the risk to a specific
hazard.
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SIL Certification
Functional Safety Terms and Abbreviations

SIS: Safety Instrumented System is a combination
of sensors, controllers and actuators to execute
one or more SIF.

SIF: Safety Instrumentated Function is a set of
equipment used to reduce the risk to a specific
hazard.

Safety function: function to be implemented by an
E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain

a safe state.

Safe-state: a state where the hazard is removed.
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SIL Certification
Functional Safety Terms and Abbreviations

Example:
SIS: Safety Instrumented System is a combination

of sensors, controllers and actuators fo execute
one or more SIF.

Safety function: Read measured values from
transducer ineuts, compare them to alarm set

points and generate a trip relay output.
L ]

SIF: Safety Instrumentated Function is a set of
equipment used to reduce the risk to a specific
hazard.

Safe-state: tripped relay output.

Safety function: function to be implemented by an
E/E/PE safety-related system or other risk reduction
measures, that is intended to achieve or maintain
a safe state.

Safe-state: a state where the hazard is removed.
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SIL Certification
Functional Safety Terms and Abbreviations

Example:
Safety function: function to be implemented by an _
E/E/PE safety-related system or other risk reduction Safety function: Read measured values from
measures, that is infended to achieve or maintain tr—La-nsducer INpUts, compgre them to alarm set
a safe state. points and generate a trip relay output.
Safe-state: a state where the hazard is removed. Safe-state: tripped_relay output.

Stop (force safe-sate)

X

The safety function detects a problem

and triggers the safe-state. \

There is a mal-function detected in the
safety system itself that, by default, will
trigger the safe-state.

Stop (force safe-sate)
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SIL Certification
Functional Safety Terms and Abbreviations

STR: Spurious Trip Rate

Stop (force safe-sate)

X

The safety function detects a problem
and triggers the safe-state.

Stop (force safe-sate)

X

There is a mal-function detected in the
safety system itself that, by default, will
trigger the safe-state.

Clarifying Myths and Truths about SIL Certification
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Example:

Safety function: Read measured values from
transducer ineuts, compare them to alarm set

points and generate a trip relay output.
L ]

Safe-state: tripped relay output.
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SIL Certification
Functional Safety Terms and Abbreviations

SIL: discrete relative levels (SIL1 to SIL4) of risk-
reduction provided by a safety function,
corresponding to a range of safety integrity values,
where safety integrity level 4 has the highest level
of safety integrity and 1 the lowest.

Systematic Capability: measure (SC 1 to SC 4) of
the confidence that the systematic safety integrity
of an element meets the requirements of the
specified SIL, in respect of the specified element
safety function.
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SIL Certification
Functional Safety Terms and Abbreviations

Low demand mode: is where the frequency of demands
for operation made on a safety-related system is no
greater than one per year.

High demand mode: is where the frequency of demands
for operation made on a safety-related system is greater
than one per year.

Continuous mode: is where the function retains the safe-
state as part of normal operation.

Clarifying Myths and Truths about SIL Certification M EGG lr-l—l-
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SIL Certification
Functional Safety Terms and Abbreviations

HFT: Hardware fault tolerance

MooN (e.g. 1002, 2002): M out of N channel voting
architecture.

Type A: a simple element, with well know failure modes,
behavior and dependable failure data.

Type B: a complex element, where failure modes are not
well defined and there is no dependable failure data.

Clarifying Myths and Truths about SIL Certification M EGG lr-l—l-
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SIL Certification
Functional Safety Terms and Abbreviations

Route 1,: architectural constraints based on hardware fault
tolerance and safe failure fraction concepts.

Route 2,: architectural constraints based on component reliability
data from field feedback, increased confidence levels and
hardware fault tolerance for specified safety integrity levels.

Route 1g: systematic integrity requirements for the avoidance
(prevention) and requirements for the control of systematic faults.

Route 2;: systematic integrity evidence that the equipment is
‘proven in use’ (PIU)

Route 34: systematic integrity evidence for pre-existing software
elements.
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SIL Certification
Functional Safety Terms and Abbreviations

Failure Rate (A): failures per unit of time (typically
measured in FIT (107 Failures In Time).

AS: Safe failures
ADD: Dangerous Detected failures
ADU: Dangerous Undetected failures

SFF: Safe Failure Fraction (ratio between AS+ADD
and ADU.

PFD/PFH: Probability of failure by demand (low
demand mode) OR per by hour (high demand
mode).
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67 23.02.2022 Meggitt proprietary and confidential. No unauthorised copying or disclosure.



SIL Certification
Functional Safety Terms and Abbreviations

Failure Rate (A): failures per unit of time (typically
measured in FIT (107 Failures In Time).

AS: Safe failures
ADD: Dangerous Detected failures

ADU: Dangerous Undetected failures

SFF: Safe Failure Fraction (ratio between AS+ADD
and ADU.

PFD/PFH: Probability of failure by demand (low
demand mode) OR per by hour (high demand
mode).
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SIL Certification
Functional Safety Terms and Abbreviations

Failure Rate (A): failures per unit of time (typically
measured in FIT (107 Failures In Time).

AS: Safe failures
ADD: Dangerous Detected failures

ADU: Dangerous Undetected failures

SFF: Safe Failure Fraction (ratio between AS+ADD
and ADU.

PFD/PFH: Probability of failure by demand (low
demand mode) OR per by hour (high demand
mode).
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SIL Certification
Functional Safety Terms and Abbreviations

PTC: Proof test coverage is a measure of how many
undetected dangerous failures are detected by the
proof test.

PTI: Proof test interval is the maximum fime that the
safety system can be used without testing.

PFDavg: mean unavailability of an E/E/PE safety-

related system to perform the specified safety
function when a demand occurs.

ADU: Dangerous Undetected failures
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SIL Certification
Functional Safety Terms and Abbreviations

From: Endress+Hauser white paper
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SIL Certification
Functional Safety Terms and Abbreviations

PFD

From: Endress+Hauser white paper

Clarifying Myths and Truths about SIL Certification M EG G IV‘I—I-

72  23.02.2022 Meggitt proprietary and confidential. No unauthorised copying or disclosure.



SIL Certification
Functional Safety Terms and Abbreviations

PFD

Y9 2 & s 8 10 years 12

From: Endress+Hauser white paper
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SIL Certification

Functional Safety Terms and Abbreviations 2D
fl d
i e

PFD

From: Endress+Hauser white paper
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SIL Certification CXD exida ISO/IEC 17065:2012

CERTX Conformity assessment —
H 1 Requirements for bodies certifying
HOW 1'0 reqd a SIL certlflcq’re OBAC /_\ products, processes and services
TuV NORD
TUVRhelnIand

A conformity certificate must, in general, contain:

HON
£
& And many others..

- the name and address of the certification body

- the date certification is granted

- the name and address of the client

- the scope of certification (the product(s), process(es) or service(s)
for which the certification is granted, the applicable certfification
scheme, and the standard(s) and other normative document(s),
including their date of publication, to which it is judged that the
product(s), process(es) or service(s) comply)

- the term or expiry date of certification, if certification expires after
an established period

- any other information required by the certification scheme

- the signature or other defined authorization of the person(s) of
the certfification body assigned such responsibility.
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SIL Certification
How to read a SIL certificate

Factory(ios):
Certification Mark:

-
=
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1 =
e
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-
o
a
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o
-
g =
S =
o w
_i=]
5 *
- [
=
=
=
= 2
o
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w
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Tested
according lo:

CERTIFICATE

Mo, Z10 103308 0001 Rev. 00

Holder of Certificate: Meggitt SA
* " % Rioute de Morc &

Safety companants
Sensor and Conditioner

Meauring chain $ensor, Cable & IPC707

Cren Woltage 1moc
prrsepihie /

I 418081 010 COLT)

Holder of Certificate: Meggitt SA

Route de Moncor 4
1752 Villars-sur-Glane

SWITZERLAND
Factory{ies): 103308
Product: Safety components

Sensor and Conditioner

Model(s): Measuring chain Sensor, Cable & IPC707
Parameters: Operating Voltage: 18VDC ... 30vDC
Safety Architecture: Type A, HFT 0
Tested IEC 61508-1:2010 (SIL2)

according to:

IEC 61508-2:2010 (SIL2)
IEC 61508-4:2010 (SIL2)
IS0 13849-1:2015 (Cat1, PLc)

1EG 14082010 (3T
FEC 818044 013 1BLY)
150 138461 203 (a1, Pu 0

e

Toat regan s
g st

ZERTIFIKAT « CERTIFICATE # (ZiEi2

P 1

cortfcan
1 e, S e Soine cvariaal

Test report no.:

Valid until:

Date, 2019-02-22

MFS3087T
2024-02-11

~f7du"'——’

{ Jirgen Blum )

\ Page 1.af 1

TOV SUD Product Service GmbH « Certification Body - Ridlerstrafle 85 - 80339 Munich « Garmany
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SIL Certification
How to read a SIL certificate

4 MEGGITT

SAFETY MANUAL

IPC707 signal conditioner

Meggitt SA

Clarifying Myths and Truths about SIL Certification
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3.3 Safety properties(s)

Table 3-1 lists the other important safety properties for an IPCTOT measurement chain.

Safety property

Description | Value

SIL level
(IEC 61508)

Systematic capability
(IEC 61508)

2

PL and Cat levels
(150 13248)

PL ¢ and Cat 1.
See also 3.5 150 13848-1 performance level.

Modes of operations

Low Demand mede or Confinuous mode

Type of subsystem

Type A

Hardware fault tolerance (HFT)

0

Dangerous-detected failures
(App)

2261 failure rate (FIT).
Note: For dangerous-detected falures (Apg ), the IPCTOT cutput is defined.

Dangerous-undetected failures
(Apy}

70 failure rate (FIT).
Note: For dangerous-undetected failures (A ), the IPCTOT output is undefined, that
&, other current or voltage values.

Safe-detected failures (Azp) and
safe-undetected failures (Ag )

0 failure rate (FIT).
MNote: The IPCTOT has neither safe-detected (Azp ) nor safeundetected (Agy )
failures. that is, there is no safe state.

Safe failure fraction (SFF)
for Type A subsystem

B7 % (calculated value).
SIL 2 requires =280% is for a Type A device with HFT = 0.

Process safety time (P3T)

<& ms in Low Demand mode.

<500 ms in Continuous mode.

Note: This is the time required for an IPCT07 signal conditioner with diagnostics fo
update the nominal value of the diagnostic component (D) of the output signal, with
the minimum configurable low-pass (LP) filter of 200 Hz

Allocation of SIL budget

PFDavg <20% of the 3IL 2 budget for a PT| =5 years.

PFH <20% of the SIL 2 budget at 7.02 = 1073 FIT.
Mote: For an IPCTIT measurement chain (that is, IPCTOT-compatible sensor,
IPC707-compatitle cabling and IPCTOT signal conditicner with diagnostics).

Sensitivity: £10%.

High-pass (HP} filter cutoff frequency:

—75 to +100% from 1to 110 Hz.

Low-pass (LP) filter cuicff frequency:

—40% to +100% from 0.2 to 20 kHz.

Maoise: 1% of full scale deflection (measurement component (AC))

rate calculations and analysis were performed with a long-term ambient temperature of B0*C (178°F).
707 with diagnostics, output values are defined in Table 2-1 and 7.7.1 Defining the alarm levels.
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SIL Certification
How to read a SIL certificate

Certificate of compliance

y i e

Holdor e Inemarional Functional Safety Data
Compliant lfem SpeedSys300

Safety function: See report

Basis of Certification 1EC 61508:2010

Certification Include(s) EJ Functional safet) Mode: Low demand
B Hardwe ek Type: B
2 Sotorare voque HFT: 0
it Hardware compliance route: 1y
Functional Safety Data Systematic compliance route: 1s
Saknjianent; Sesiman Systematic capability: SC3
Tﬁwﬁ p Failure rates (FIT): 40 "C - 3-wire: SD=0, SU=479, DD=608, DU=28
S::m;;:z::xm: I 40 °C - 2-wire: SD=0, SU=479, DD=615, DU=39
Svs;emmcmﬂ:ig' j'gfcrwm,sm B0 °C - 3-wire: SD=0, SU=944, DD=1305, DU=5%9
doccdseen] B0 °C - 2-wire: 5D=0, SU=944, DD=1320, DU=82
50 °C - 2-wire” SD= Safe failure fraction: 97% (for all)
‘Safe failure fraction: 97% (for all} .
Fitfor use up to:  SIL 2 (HFT=0) and Fit for use up to: SIL 2 (HFT=0) and SIL 3 (HFT=1)
Certification Results Risknowlogy cenif
ogdiellirots Certification Results  Bisknowlonv certifies that the abowve Compliant kem

123,508 18 is an ingral gart of this cerficats.
Certificate Number 123.508.20-0
Initial Certification 2021-04-20
This Certificate  2021-04-20

Expiry Date After modification of Compliant tem
Digitally signed by
Michel

A Houtermans
= Date: 2021.04.20
09:24:37 +04'00°
Certifier Dr Michel Houtermans

RISKNOWLOGy I T T2
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SIL Certification
How to read a SIL certificate

L) (d
{ } Certificate of compliance

RISKNOWLOGY

SiL Gertied Proouct Y g Vi S S

Functional Safety Data

Holder Istec International £

Compliant lfem SpeedSys300

Basis of Gertification 1EC 61508:2010 Safetj,r function:
Certification Include(s) EJ Functional safet) Mode:
B Hardwe ek Type:

2 Sete e HFT:

ot 08 Hardware compliance route:

See report
Low demand
B

0

1u

Functional Safety Data SjI‘S i =
Samvfur;‘:::: m:ﬁ:ﬁ S;rstematic capabiln SC3
Type' B Emum - J-wire: 50=0, SUU=479, DD=608, DU=28

HFT: 0
Hardware compliance route: 1
Systematic compliance route: 13
Sysiematic capabiliy: SC3
Failure rates (FIT): 40 °C - 3-wire: SD=
D-
80 °C - 3-wire: SD=

60 °C - 2-wire: D g Snfioeiniloresfoans

40 °C - 2-wire: 5D=0, 3U=479, DD=613, DU=38
60 °C - 3-wire: 5D=0, 3U=944, DD=1303, DU=32
60 °C - 2-wire: 5D=0, 5U=5844, DD=1320, DU=82

Safe failure fraction: 97% (for all) . N
Fitforuse up to: SIL 2 (HFT=0) and Fit for use up to:

SN {Earnllh
SIL 2 (HFT=0) and SIL 3 (HFT=1)

Certification Results Risknowlogy centit

meets the requiren . .
the seieciea asse . Certification Besulis
123.508.18 is an integral part of this certificate.

Certificate Number 123.508.20-0
Initial Certification 2021-04-20
This Certificate  2021-04-20

Expiry Date After modification of Compliant em

Digitally signed by
Michel
Houtermans
Date: 2021.04.20
b . 09:24:37 +04'00°
" . Certifier Dr Michel Houtermans =

RISKNOWLOGy I T T2
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SIL Certification
How to read a SIL certificate

SIL2, HFT O

SpeedSys
W 300 :lij PCS / actuator

RS

U

vibro-meter®

SpeedSys300 ODS301
overspeed detection system (ODS) SIL3, HFT 1

W SpeedSys
300

T T

vibro-meter’  wmm
Spesiys3o0 005201

PCS / actuator

W SpeedSys
300

o

This document contoins important Speedsys
information about products that 300
are infended for use in
salety-related applications.

- {—{Pes/ actuater]
m— 200 PCS f actuater

T
300

RELEET
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SIL Certification
How to read a SIL certificate

Certificate / Certificat

Zertifikat / S#&EE
MEG 1806102 C001

exida hereby confirms that the:

VMG00 Machinery Protection System

e Meggitt SA
Fribourg
ERTIFIE, Switzerland

Has been assessed per the relevant requirements of:

IEC 61508 : 2010 Parts 1-7
and meets requirements providing a level of integrity to:

Systematic Capability: SC 2 (SIL 2 Capable)
Random Capability: Type B Element
SIL 2 @ HFT=0, Low Demand; Route 2,

Revision 1.0 December 14, 2018 SIL 2 @ HFT=1, High Demand; Route 2
Surveillance Audit Due PFHIPFD,,, and Architecture Constraints
January 1, 2022 must be verified for each application

Safety Function:

The VMB00 Machinery Protection System reads measured
values from transducer inputs, compares them to configured
alarm set points, then generates a trip relay output to put the
process info a safe state.

Application Restrictions:

The unit must be property designed into a Safety Instrumented
Function per the Safety Manual requirements.

.\\\l\ (ern’,»};_q{; .
- - - : Evaluating Assessor
{ g )

W el O Yl

‘f:ertifying@s‘éessor

Clarifying Myths and Truths about SIL Certification
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SIL Certification
How to read a SIL certificate

The manufacturer
may use the mark

O"’RT 73 0

Revision 1.0 December 14, 2018
Surveillance Audit Due
January 1, 2022

Certificate / Certificat

Zertifikat / SH&EE
MEG 1806102 C001

exida herphw confirme that tha-

VMG00 Machine
M
F
Sv
Has been assessed per the
IEC 61508
and meets requirements pi

Systematic Capab/

Random Capa
SIL 2 @ HFT=0,
SIL2 @ HFT=1,

PFH/PFD,,, anc
must be verifi |

Safety Function:

IEC 61508 : 2010 Parts 1-7

and meets requirements providing a level of integrity to:
Systematic Capability: SC 2 (SIL 2 Capable)

Random Capability: Type B Element
SIL 2 @ HFT=0, Low Demand; Route 2

SIL2 @ HFT=1, High Demand; Route 2,

FFH/PFD,,, and Architecture Constrjaints
must be verified for each application

The VMGOD Machinery Protection System reads measured
values from transducer inputs, compares them to configured
alarm set points, then generates a trip relay output to put the

process into a safe state
Application Restrictions:

The unit must be properly designed into a Safety Instrumented
Function per the Safety Manual requirements.

Certiss
10 CE tifGe.

i )
‘l E

- .

{ gghm )

Evaluating Assessor

> Jobon O Grzallinan

‘f:ertifying@s‘éessor

Clarifying Myths and Truths about SIL Certification
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SIL Certification
Myths and Truths

Common questions, myths and truths about functional safety

Clarifying Myths and Truths about SIL Certification M EGG lr-l—l-
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SIL Certification
Myths and Truths

It is just a paper

It just requires more
documentation

A SIL product is always
better than an non-SIL
one

Clarifying Myths and Truths about SIL Certification

It is much more than a paper. It is
sound verification of all safety relevant
aspects, covering the entire safety life-
cycle. Functional Safety certfification
implies a significant amount of work
and commitment.

It requires as well specific design and
implementation measures, testing,
tools, analysis, etc that are dedicated
to safety. Documents are just
evidences of the activities performed.

Not necessarily. A SIL product shall be
used WHEN it is needed. Due to
increased safety measures and
techniques, a SIL product may have
lower availability and/or higher cost.

23.02.2022 Meggitt proprietary and confidential. No unauthorised copying or disclosure.
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SIL Certification
Myths and Truths

“Proven in use” is better
than “by design”... or vice-
versa

Proof testing is just a test to
see if my safety system is
working well.

SIL x is a property of an
element or device

It is only a design feature

Systematic Capability is a
limiting factor

Clarifying Myths and Truths about SIL Certification
23.02.2022

The functional safety standard
gives similar attention to both
methods. It is the set of safety
properties that matters at the
end.

No. It is a test designed to cover
undetected dangerous failures.

No. SIL should be interpreted as
the capability to implement
safety functions up to SIL x.

No, it goes beyond the design
itself.

Yes. All three barriers are limiting
factors: Systematic Capability,
Probability of Failure and
Architectural Constraints

Meggitt proprietary and confidential. No unauthorised copying or disclosure.
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SIL Certification
Myths and Truths

A longer proof test interval,
means a better safety system

Safety and reliability are the
same thing

HFT means redundancy

Clarifying Myths and Truths about SIL Certification

Not necessarily. It can also mean
that you have a more
“complicated” proof test
procedure or that you have a
high diagnostic coverage,
therefore higher Spurious Trip
Rate. To understand the quality of
a safety system you need to look
into all the different safety
properties.

No. For example, a system
producing many spurious trips is
still safe, but not reliable. On the
other hand, a system with low
diagnostics can be reliable, but
less safe.

No. For example a 2004
architecture (HFT of 2) has a
redundancy of 3.

23.02.2022 Meggitt proprietary and confidential. No unauthorised copying or disclosure.
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SIL Certification
Myths and Truths

In a safety measurement chain, |
can simple replace one element
by another similar element from a
different model or vendor, as
long as it has the same SIL level

| can increase my SIL via
redundancy

Clarifying Myths and Truths about SIL Certification
23.02.2022

You must ensure that all safety
properties still fit in your SIF or SIS.
For example, you must check that
your probability of failure (SIL
budget) is still OK. SIL is a RANGE
of values.

Not always. First, this is limited by
the SC level. SIL level can be as
high as the minimum SC level in
the chain.

The SC level can be increased by
1 if diverse redundant systems are
used in a dual channel
architecture.

Meggitt proprietary and confidential. No unauthorised copying or disclosure.

MEGGITT



MEGGITT

Technical Center of Excellence
Webinar

Enabling the Extraordinary
To Fly To Power To Live




Enabling the Exiraordinary
To Fly To Power To Live

MEGGITT

= |

Clarifying myths and trut

——— Y

hs qbaut IL ceriification

Presented by
Ricardo Madureira
Manager, TCoE




Disclaimer

Business legal entity, Business address
Legal entity registration information as appropriate

Information contained in this document may be subject to export control regulations of the United Kingdom,
European Union, United States or other national jurisdictions, including the US International Traffic in Arms
Regulations and/or Export Administration Regulations.

Each recipient of this document is responsible for ensuring that transfer or use of any information contained
herein complies with all relevant Export Control Regulations.

© Meggitt 2019. Allrights reserved.

Clarifying Myths and Truths about SIL Certification M EGG lV-I—I—

95 23.02.2022 Meggitt proprietary and confidential. No unauthorised copying or disclosure.



